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Chapter 1- Introduction

During the hearing of Writ Petition W.P.(Crl.) 1563/2024 titled Shabana versus
GNCT Delhi and Ors., the Hon’ble Delhi High Court directed the Delhi Police vide
order dated 13.11.2024 to coordinate with Social Media Intermediaries (hereinafier
referred as SMIs) platforms and to take steps towards preparing a handbook. This
handbook is to be used and disseminated to all police stations that may require urgent

information from these platforms.

Objective
The objective of the handbook is to serve as a comprehensive guide for Investigating
Officers (hereinafter referred to as IOs) outlining the process of obtaining data

disclosure from SMIs, as per the procedures they laid down.
Legal Compliance

The handbook highlights key legal provisions, including the Information
Technology Act, 2000, hereinafter referred to as IT Act, the Information Technology
(Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021, hereinafter
referred to as IT Rules and relevant sections of the Bharatiya Nagarik Suraksha

Sanhita (BNSS), to ensure compliance and avoid procedural lapses.
Consistency and Standardization

The handbook standardises data disclosure requests to social media intermediaries
for uniformity across Delhi Police. It includes interfaces, templates, checklists, and
examples, specifying required details like case references, specific data sought, and

legal basis.



Efficiency and Timeliness

Considering the volume of requests being generated from Delhi Police Investigating
Officers (IOs), the handbook aims to help create an escalation matrix for each SMI

to efficiently and timely dispose of data disclosure requests.
Awareness

The handbook aims to increase awareness among IOs about how these platforms

operate and the types of data they can provide.
Conclusion

By achieving these objectives, the handbook aspires to establish a robust framework
for 10s, ensuring that data disclosure requests from SMIs are handled with precision,

legality, and efficiency, ultimately aiding the pursuit of justice in the digital age.

Legal Provisions

1. Sec. 94 of BNSS, 2023: Summons to produce document or other thing
(1) Whenever any Court or any officer in charge of a police station considers that
the production of any document, electronic communication, including
communication devices, which is likely to contain digital evidence or other
things is necessary or desirable for the purposes of any investigation, inquiry,
trial or other proceeding under this Sanhita by or before such Court or officer,
such Court may issue a summons or such officer may, by a written order, either
in physical form or in electronic form, require the person in whose possession or
power such document, or thing is believed to be, to attend and produce it, or to
produce it, at the time and place stated in the summons or order.
(2) Any person required under this section merely to produce a document or other

thing shall be deemed to have complied with the requisition if he causes such

N2N



document or thing to be produced instead of attending personally to produce the
same.

Rule 3(1)(d) of IT Rules- As per this rule, the intermediary shall remove the
unlawful content, as early as possible, but in no case later than thirty-six hours
from the receipt of order from the court or the notified or the Designated Officer.
Rule 3(1)(g) of IT Rules, 2021 — As per this rule, any information which has
been removed or access to which has been disabled, the intermediary shall,
without vitiating the evidence in any manner, preserve such information and
associated records for one hundred and eighty days for investigation purposes,
or for such longer period as may be required by the court or by Government
agencies who are lawfully authorised.

Rule 3(1)(h) of IT Rules, 2021 — As per this rule, where an intermediary collects
information from a user for registration on the computer resource, it shall retain
his information for a period of one hundred and eighty days after any
cancellation or withdrawal of his registration, as the case may be.

Rule 3(1)(j) of IT Rules, 2021 — As per this rule, the intermediary shall, as soon
as possible, but not later than seventy two hours and in case of an online gaming
intermediary who enables the users to access any permissible online real money
game not later than twenty-four hours, of the receipt of an order, provide
information under its control or possession, or assistance to the Government
agency which is lawfully authorised for investigative or protective or cyber
security activities, for the purposes of verification of identity, or for the
prevention, detection, investigation, or prosecution, of offences under any law
for the time being in force, or for cyber security incidents:

Provided that any such order shall be in writing stating clearly the purpose of

seeking information or assistance, as the case may be.
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6.

7.

Rule 4(1)(a) of the IT Rules, 2021 — As per this rule, the social media
intermediary shall appoint a Chief Compliance Officer who shall be responsible
for ensuring compliance with the Act and rules made thereunder and shall be
liable in any proceedings relating to any relevant third-party information, data or
communication link made available or hosted by that intermediary where he fails
to ensure that such intermediary observes due diligence while discharging its
duties under the Act and rules made thereunder:

Provided that no liability under the Act or rules made thereunder may be imposed
on such significant social media intermediary without being given an
opportunity of being heard.

Explanation — For the purposes of this clause “Chief Compliance Officer” means
a key managerial personnel or such other senior employee of a significant social
media intermediary (SSMI) who is resident in India.

Rule 4(1)(b) of the IT Rules, 2021 — As per this rule, the social media
intermediary shall appoint a nodal contact person for 24x7 coordination with law
enforcement agencies and officers to ensure compliance to their orders or
requisitions made in accordance with the provisions of law or rules made
thereunder.

Explanation- For the purposes of this clause “nodal contact person” means the
employee of a significant social media intermediary, other than the Chief
Compliance Officer, who is resident in India.

Section 84(b) of the IT Act, 2000 — Punishment for abetment of offences
Whoever abets any offence shall, if the act abetted is committed in consequence
of the abetment, and no express provision is made by this Act for the punishment
of such abetment, be punished with the punishment provided for the offence

under this Act.



10.

Explanation — An act or offence is said to be committed in consequence of
abetment, when it is committed in consequence of the instigation, or in
pursuance of the conspiracy, or with the aid which constitutes the abetment.

Section 84(c) of the IT Act, 2000 — Punishment for attempt to commit
offences Whoever attempts to commit an offence punishable by this Act or
causes such an offence to be committed, and in such an attempt does any act
towards the commission of the offence, shall, where no express provision is
made for the punishment of such attempt, be punished with imprisonment of any
description provided for the offence, for a term which may extend to one-half of
the longest term of imprisonment provided for that offence, or with such fine as

is provided for the offence, or with both.

If the social media intermediary fails to submit the requisite information within
the prescribed time frame of 36 hours, he shall be penalized under Section 84(b)
of the IT Act or Section 84(c) of IT Act, (as the case may be), read with Rule 7
of IT Rules-

Rule 7 of the IT Rules, 2021 — Non-observance of Rules

Where an intermediary fails to observe these rules, the provisions of sub-section
(1) of section 79 of the IT Act shall not be applicable to such intermediary, and
the intermediary shall be liable for punishment under any law for the time being

in force including the provisions of the Act and the Indian Penal Code.



Chapter 2- Meta Platforms, Inc

The process for data disclosure requests for Meta Platforms, Inc., which includes
Facebook, Instagram, and Oculus, is via a portal called the ‘Law Enforcement
Online Requests’ Portal. The IO can preserve data, remove content and record

requests on this portal. The following steps are to be followed:

1. https://www.facebook.com/records/login/ 1is the URL for the Data Disclosure

Request Portal, which can be used to submit requests for Facebook and
Instagram by any IO. The web page is shown in Picture 2.1. This Platform is

commonly referred to as LEOR (Law Enforcement Online Report).

Picture 2.1: Law Enforcement Online Requests Web Page
facebook

Law Enforcement Online Requests

Request Secure Access to the Law Enforcement Online Request System

We disclose account records solely in accordance with our terms of service and applicable law.

[ you are a law enforcement agent or emergency respander who is authorized to gather evidence in connection with an official investigation or in order
1o Investigate an emergency imvalving the danger of serious physical injury or death, you may request records from Facebook through this system

| am an autharized law enfercement agent or government employee investigating an emergency, and this s an offictal request

i {Fa Lew Enforcament Gudeiines

This web page provides secure access to Meta Platforms’ Law Enforcement Online

Request system to submit Record and Preservation requests. On this URL, the
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concerned IO must submit an acknowledgement by clicking a check box that he is

an authorised IO to submit an official request.

2. After ticking the checkbox, the concerned 1O visits the portal by clicking on the
“Request access” button on the web page. A popup window (Picture 2.2 below)
will appear in which the IO needs to submit their Official Email ID.

Picture 2.2: Popup Window

Request Access

Email |acb@delhipolic.gov.in|

Enter your email address to receive a unique link to the Law Enforcement
Online Request System. The link will give you access to the system for one
hour.

3. After submitting the email ID, the concerned 10 will get a link from Meta by
email ID records@records.facebook.com, which will provide him with access to
the LEOR Platform.

If the IO is submitting the request for the first time, then he will get a link for a
registration form. However, if the IO has submitted the request previously, he

will be directly taken to the Requests dashboard shown in Picture 2.4

Registration
4. To register, the 10 has to submit their details, i.e. Email, Name, Title,
Organisation, Phone Number, Location and Postal code, as shown in Picture 2.3

on the next web page



Picture 2.3: Registration Web Page

Law Enforcement Online Requests

Email oy @ delhipolice.gov.in
Name -Kumar

Title Mr.
Organization Delhi Police
Phone number (CEED

Location | Delhi, India

Postal Code [110001 ]

5. After Submitting the request, the IO will be redirected to LEOR Platform Web

page as shown in Picture 2.4
Picture 2.4: Requests Dashboard

Law Enforcement Online Requests

Home | Make a Preservation Requestl |Make a Records Requestl Make a Content Review Request FAQ Log Out

u No requests have been submitted yet.

About Create ad Create Page Developers Careers Privacy Policy Cookies Ad choices [> Terms Help

Meta @ 2025
English (Us) el damdt o) sidlp Tem WBT Sentd A2Udl w8, oe1@osio | +

6. On this Web Page (Dashboard), the 10 can make a request as per their

requirements, like a Record Request or Preservation Request.

Preservation Request: If the 10 wants Meta to preserve records like registration
details or log details for future reference related to any Meta Users on Facebook or

Instagram, they may submit a preservation request.



To Make a Preservation Request

When the 10 Clicks on “Make a Preservation Request” on the request dashboard on
the Requests web page (shown in Picture 2.4 above), a new web page will open, as

shown in Picture 2.5 below

Picture 2.5: Preservation Requests Submission Form

Law Enforcement Online Requests

Home Make a Preservation Request Make a Records Request Make a Content Review Request FAQ Log Out

Requestor Information Edit

Email  QEE © e /hipolice gov.in
Name S Kumar
Title Mr.
Organization Delhi Police
Phone number
Location Delhi, India

Preservation Request

Please complete all fields below to request preservation of account records. We will take steps to preserve account records in connection with official criminal investigations for 90
days pending our receipt of formal legal process. Additional information can be found in the Facebook or Instagram Law Enforcement Guidelines.

Internal Case Reference Number [ =1 3
2 r/

= Facebnok

Instagram | 11/1/2025 ﬂ' '==, 4

Ocuius

Accounts

e Facebook: Sl
01/01/2026 5

Instagram user names, Facebook vanities, Oculus (Meta
Quest / Horizon Worlds) user names and Threads profiles are
not permanently tied to an account and can be changed over
time. In order ta select the corract account, please provide the
date for which you observed the activity related to your legal
process.

7 L
1 Requesting Records Between [ December 2024 - 3 January 2025 ~ jumtoe 6

[Required] | attest that | am a law enforcement agent authorized to request account records and ail the Information | have
curate.

provided is accuraf
[Soom = 8

The 10 needs to submit the following details to submit a preservation request:
Field 1:  Internal Case Reference No: refers to Complaint No./FIR No. or any
other reference number.
Field2:  Accounts: Here, the platform on which the alleged account is
operational needs to be selected.
Field3: Date: Date on which the alleged account/profile was indulged in

criminal activity



Field 4:

Field 5:

Field 6:

Field 7:

Submit the URL of the alleged account/profile and Press the add
button. IO may submit requests for multiple accounts/profiles here by
adding them.

After adding the details, the alleged submitted accounts/profiles, along
with submitted dates, will be reflected in the next row.

Requesting Records Between: In this field, the IO can submit the
duration for which the details need to be preserved. It may be the
period of alleged activities.

Check Box: By clicking this checkbox, the IO acknowledges that they
are an authorised officer and that all the information they have

submitted is accurate.

Then the 10 presses the ‘Submit’ button, and a preservation request will be

submitted, and a case number will be generated (Picture 2.6). The IO must

preserve it for future reference. This Case No. needs to be mentioned in every

correspondence.

Picture 2.6: Preservation request confirmation web page

Law Enforcement Online Requests

Home

Make a Preservation Request  [Make a Records Request] Make a Content Review Request FAQ Log Out

Requestor Information Ean

Emall e e hipolice.gov.in

Preservation Request

Please complete all fields below to request preservation of a nt records. We will tal k steps to preserve 1cwunl records in connection with official criminal investigations for 90
days pending our receipt o ffarrrm\! egal process. Additional il fﬂrmat ion can be found in the Facebook or In. ram Law Enforcement Guidelines

Preservation Request submitted successfully.
ur case number is 91876

To Make Record Requests

Record Request: This option can be used by the 10 to obtain details of the alleged

account/profile, mobile number, IP logs, etc.



Picture 2.7: Record Request Submission Form

Law Enforcement Online Requests

Home Make a Preservation Request ~ Make a Records Request ~ Make a Content Review Request FAQ  Log Out

Please note this channel only supports records requests and no longer supports non-records requests such as Content Review requests. You
may submit non-records requests in the Make a Content Review Request section of the Law Enforcement Online Requests System.

Requestor Information Edit

Emall CEEESENS?)dolhipolice.gov.in
Name @ Kumar
Title Mr.
Organization Delhi Polica
Phone number QU

Location Delhi, India

Records Request

Please complste all fislds below and be sure to attach all relevant documentation. A U.S. search warrant, Mutual Legal Assistance Treaty (MLAT) or letter rogatory is generally
required to compel disclosure of user content.

The Law Enforcement Response Team reviews each request separately and discloses account records solely in accordance with our terms of service and applicable law. Additional
information can be found in the Facebook or Law Er Guideline

Please note that all times are recorded in UTC and adjust your request parameters accordingly.

Please note that the Code of Criminal Procedure, 1973, has been repealed by the Bharatiya Nagrik Suraksha Sanhita, 2023. From July 1, 2024,
please reference applicable legal provisions under Bharatiya Nagrik Suraksha Sanhita, 2023, in your requests to facilitate their processing.

Internal Case Reference Number | I /2022 |; 9
Legal Process | Section 94 Request » ’=> 10
_—
Nature of Case | Financial = 11

Ml il
Legal Process Signed Date (7] |1/2/2025 =12
Request Due Date (7] | 1/10/2025 ;l==:>_ 13

‘Accounts « Facebook

14 <:: Instagram Imyzaszcza [} i=;- 15

Oculus

o Facebook: NEm
12026/2024 :> 16

Instagram user names, Facebook vanities, Oculus (Meta
Quest / Horizon Worlds) user names and Threads profiles are
not permanently tied to an account and can be changed over
time. In order to select the correct account, please provide the
date for which you observed the activity related to your legal
process.

Requesting Records Between | I 4 December 2024 - 2 January 2025 v = 17

Documentation I Choose File ira EUOOR Lanar.aoc; 18

Choose File | N file chosen
Choose File | No file chosen
| Ghoase File | No file chosen
Choose File | Na file chosen
Mu

rmats. Please attach all relevant

—— 19

1. Provide sufficient information regarding your case, including what you are
investigating and how the requested account is involved in your investigation.

2 PDF, JPG, PNG o other comman image

legal documents

Additional Context |~

20 2. If your case pertains to specific activity on the platform, please include a URL
and/or a screenshot of the content in question. Please DO NOT attach Child

1 Exploitation Imagery.

| attest that 1 am a law agent or ploy to request account records and all the

information | have provided is accurate,

When 10 Clicks on “Make a Records Request” (shown in picture 2.4), a new Web

Page will open, as shown in Picture 2.7 above.



IO needs to submit the following details to submit a record request.

Field 9: Internal Case No refers to Complaint No. / FIR No. or any other
reference number.

Field 10: Legal Process: In this dropdown menu, a list of sections is provided
(Picture 2.8 below). In this, the 10 needs to select the section/Type of
Notice he/she is issuing to Meta, e.g. Section 91, 94 or Emergency, in
case of any life threat.

Picture 2.8: Dropdown Menu for Legal Process

Internal Case Reference Number | &®/2022

Legal Process Select One v

v Select One
Preservation
Section 91 Request
Section 94 Request
Emergency
Court Order/Redquest (Outside US)
Section 69 Request
Section 70 Request
Section 79 Request
Written Request / Statutory Request |

Field 11: Nature of Case: This dropdown menu provides a list of types of cases
(Picture 2.9 below). The 10 must select one based on the nature of the

crime to which he is submitting the request.



Picture 2.9: Dropdown List for Nature of Case

Nature of Case Select One

Field 12:

Field 13:

Field 14:

Field 15:

Field 16:

Field 17:

~ Select One
Bullying/Harassmen t
Child sSsafety (No Immediate Threat Identified)
Child Safety (Potential Harm)
Criminal Defamation
Drugs/Narcotics
Fake/lmpersonation Account
Financial Fraud/Scam
Firearms/Weapons
Fugitive

Gang Activity

Hate Speech
Homicide/Murder

Human Trafficking
Missing/Kidnapped Person
Missing/Kidnapped/Runaway Minor
Physical Assault

Possibly Counterfeiting
Robbery/Theft

Sex Crime/Sexual Assault

Sexual Extortion

Suicide

Terrorist Activity

Threats of Violence

| Preserva tion

Legal Process Signed Date: In this option, the 10 selects the date
when the request letter is signed by the IO /Competent Authority.
Request Due Date: In this option, the IO selects the date before which
he wants to get records from Meta.

Accounts: Here, the platform on which the alleged account
(Facebook/Instagram) is operational needs to be selected.

Date: Date on which the alleged account/profile was indulged in
criminal activity and URL of the alleged account/profile and Press add
button. IO may submit requests for multiple accounts/profiles here by
adding them one by one.

After adding the details, the submitted alleged accounts/profiles,
along with submitted dates, will be reflected in the next row.
Requesting Records between: In this field, IO submits the duration
for which the details need to be obtained from Meta. It may be the

period of alleged activities.



Field 18:

Field 19:

Field 20:

Documentation: The IO must attach the signed letter/notice in pdf
format in the ‘documentation’ section. The signed letter/notice shall
be addressed to Meta Platforms, Inc., 1 Meta Way, Menlo Park, CA
94025, United States of America.

Additional Context: The 1O fills the Additional Context by providing

sufficient information about the case, which is linked with the alleged
profile/account.

Checkbox: By clicking this checkbox, the IO acknowledges that he is
an authorised Officer and that all the information he has submitted is

accurate.

Then, the IO can press the ‘Submit’ button, and a record request will be submitted,

and a case no. will be generated (Picture 2.10). The IO must preserve it for future

reference. This Case number needs to be mentioned in every correspondence.

Picture 2.10: Preservation Request Confirmation Web Page

Law Enforcement Online Requests

Home

Make a Preservation Request Make a Records Request Make a Cantent Review Request FAQ Log Out

Requestor Information Edit

Emall  SE————.C>clhipolice.gov.in
Name  eEmKumar
Title Mr.

Organization Delhi Police

Phone number

Location Delhi. india

Preservation Request

Please complete all fislds below to request preservation of account records. We will take steps to preserve account records in connection with official criminal investigations for 90
days pending our receipt of formal legal process. Additional information can be found in the Facebook or Instagram Law Enforcement Guidelines.

Preservation Request submitted successfully.
Your case humber is 9187 Sl



Chapter 3- WhatsApp LLC.

The process for data disclosure requests for WhatsApp, LLC is via a ‘Law
Enforcement Online Requests’ portal, which is very similar to that of Meta
Platforms, Inc. The 10 can preserve data, remove content, and record requests on

this portal. The following steps are to be followed:

1. https://www.whatsapp.com/records/login/ is the URL of WhatsApp LLC Data

Disclosure Requests Portal. The web page is shown in Picture 3.1. This platform

is commonly referred to as LEOR (Law Enforcement Online Report).
Picture 3.1: Law Enforcement Online Request Web Page

Law Enforcement Online Requests

Request Secure Access to the Law Enforcement Online Request System

We disclose account records solely in accordance with our terms of service and applicable law.

If you are a law enforcement agent who is authorized to gather evidence in connection with an official investigation, you may request records from
WhatsApp through this system.

I am an authorized law enforcement agent or government employee investigating an emergency, and this is an official request

REQUEST ACCESS

Law Enforcement Guidelines

This web page provides secure access to the WhatsApp Law Enforcement Online
Request system to submit Record and Preservation requests. On this URL, the
concerned IO must submit an acknowledgement by clicking a check box that he

is an authorised 10 to submit an official request.



2. After ticking the checkbox, the Concerned 10 visits the portal by clicking the
“Request access” button on the web page. A popup window (as shown in Picture

3.2 below) will appear in which the IO needs to submit their Official email ID.

Picture 3.2: Popup Window

Request Access

Email |s.xxx@delhipolice.gov.in

Enter your email address to receive a unique link to the Law Enforcement
Online Request System. The link will give you access to the system for one
hour.

Cancel Submit

3. After submitting the email ID, the concerned IO will get a Link from WhatsApp
Meta by email ID records@records.whatsapp.com, which will provide him with

access to the LEOR Platform.

If the 10 is submitting the request for the first time, then he will get a link for a
registration form. However, if the IO has submitted the request previously, he

will be directly taken to the Requests dashboard shown in Picture 3.4

Registration

4. To register, the 10 has to submit their details, i.e. Email, Name, Title,
Organization, Phone Number, Location and Postal code, as shown in Picture 3.3

on the following web page.



Picture 3.3: Registration Web Page
Law Enforcement Online Requests

Home Preservation Request Records Request Help Log Out

Email estinthiisdani® > delhipolice.gov.in
Name
Title
Organization
Phone number
Location Enter a City

Postal Code

SUBMIT

5. After Submitting the request, the 1O will be redirected to LEOR Platform Web

page as shown in Picture 3.4

Picture 3.4: Requests Dashboard

Law Enforcement Online Requests

Home Preservation Request Records Request Disable Request Help Log Out

n Mo requests have been submitted ye.

6. On this Web Page (Dashboard), IO can make a request as per his requirements,

like Record Request or Preservation Request.

Preservation Request: If the 10 wants WhatsApp, LLC to preserve records like
registration details or log details for future reference related to any WhatsApp Users,

then he may submit a preservation request.



To Make a Preservation Request

When IO Clicks on “Make a Preservation Request” on the request dashboard on the
Requests Web Page (shown in Picture 3.4 above), a new Web Page will open, as

shown in Picture 3.5 below

Picture 3.5: Preservation Submission web page

Home Preservation Request Records Request Disable Request Help Log Out

Requestor Information Edit

Email SN e = (0 i
Name S—
Title Mr.
Organization Delhi Police
Phone number 1 Mic——

Location Delhi, India
Preservation Request

Please complete all fields below to request preservation of account records. We will take steps to preserve account records in connection with official criminal investigations for 90
days pending our receipt of formal legal process. Additional information can be found in the WhatsApp Law Enforcement Guidelines.

Internal Case Reference Number FIR MNo. @i/2022 — |

Accounts * WhatsApp User
WhatsApp Group
WhatsApp Channels

12/2/2024 [

. WhatsApp: +onSumngiing
12/02/2024

WhatsApp phone numbers are not permanently tied to an
account and can be changed over time. In order to select the
correct account, please provide the date for which you
observed the activity related to your legal process.

R ing Records ? If‘ ber 31, 2023 - D b 31‘20247»3

[Required] | attest that | am a law enforcement agent authorized to request account records and all the information | have
provided is accurate.

4

SUBMIT

The 10 needs to submit the following details to submit a preservation request:

Field 1: Internal Case Reference No. refers to Complaint No. / FIR No. or any
other reference number.

Field 2: WhatsApp number by prefixing the country code, i.e. +91, for India
mobile number and the date on which this WhatsApp number was
indulged in criminal activity. The IO may submit requests for multiple



accounts/mobile numbers by adding them one by one. After adding the
details, the alleged accounts/phone numbers that are submitted, along
with the submitted dates, will be reflected in the next row.

Field 3: Requesting Records Between: In this field, the IO can submit the
duration for which the details need to be preserved. It may be the date
of alleged activities on which the alleged account/profile was indulged
in criminal activity.

Field 4: Check Box: By clicking this checkbox, the IO acknowledges that he is
an authorised officer and that all the information he has submitted is

accurate.

Then, the IO press the ‘Submit’ button, and a preservation request will be submitted,
and a case number will be generated (Picture - 3.6). The IO must preserve it for

future reference. This Case No. needs to be mentioned in every correspondence.

Picture 3.6: Preservation request confirmation web page
Law Enforcement Online Requests

Home Preservation Request Records Request Disable Request Help Log Out

Requestor Information Edit

Email ol @delhipolice.gov.in
Name @EEKumar
Title Mr.

Organization Delhi Police

Phone number (@SS
Location Delhi, India

Records Request
Please complete all fields below and be sure to attach all relevant documentation. A U.S. search warrant, Mutual Legal Assistance Treaty (MLAT) or letter rogatary is generally
required to compel disclosure of user content

The Law Enforcement Response Team reviews each request separately and discloses account records solely in accordance with our terms of service and applicable law. Additional
information can be found in the WhatsApp Law Enforcement Guidelines.

Please note that all times are recorded in UTC and adjust your request parameters accordingly.

Request submitted successfully. Your case number is 282788 You may view the status of this case and
submit further correspondence to the WhatsApp Law Enforcement Response Team by clicking on "View Case
282708 on the home page



Record Request: This option can be used by the 10 to obtain details of the alleged
account/profile, Mobile No, IP Logs, group details, etc

To Make a Records Request
When 10 Clicks on “Records Request” (shown in Picture 3.4 above), a new Web

Page will open, as shown in Picture 3.7

Picture 3.7: Records Request Submission Form
Law Enforcement Online Requests

Home Preservation Request Records Request Disable Request Help Log Out

Requestor Information Edit

Email 4 G delhipolice.gov.in
Name-
Title G
Organization Delhi Police
Phone number 91NN

Location Gaiamatiam

Records Request

Please complete all fields below and be sure to attach all relevant documentation. A U.S. search warrant, Mutual Legal Assistance Treaty (MLAT) or letter rogatory is generally
required o compe! disclosure of user content.

The Law Enforcement Response Team reviews each request separately and discloses account records solely in accordance with our terms of service and applicable law. Additional
information can be found in the WhatsApp Law Enforcement Guidelines.

Please note that all times are recorded in UTC and adjust your request parameters accordingly.

please reference applicable legal provisions under Bharatiya Nagrik Suraksha Sanhita, 2023, in your requests to facilitate their processing.

Internal Case Reference Number (7] I P 5
Legal Process [l Select One ~ 6

Legal Process Signed Date (7] Imm,’ddlﬁ ! : 8

Request Due Date (] [fnm/dd/yyyy [T S 9

Accounts ° WhatsApp User

n Please note that the Code of Criminal Procedure, 1973, has been repealed by the Bharatiya Nagrik Suraksha Sanhita, 2023. From July 1, 2024,

WhatsApp Group
WhatsApp Channels ’

10

mm/dd/yyyy = £.g, +165

WhatsApp phone numbers are not permanently tied to an
account and can be changed over time. In order to select the
correct account, please provide the date for which you
observed the activity related to your legal process.

Requesting Records Between (7] 1 1
e

Choose File | No file chosen Choose File | No file chosen
Choose File | No file chosen Choos File | Mo file chosen ¢ 12

Choose File | No file chosen
o LR

r common image formals fiach all relevan!

Additional Context [7]
> 13

1. Provide sufficient information regarding your case, including what you are
investigating and how the reguested account is involved in your
investigation.

2. If your case pertains to specific activity on the platform, please include a

14 URL and/or a screenshot of the content in question. Please DO NOT attach
Child Exploitation Imagery.

| attest that | am a law enforcement agent or government employee authorized to request account records and all the
information | have provided is accurate,

suBMIT



The 10 needs to submit the following details to submit a record request:
Field 5: Internal Case Reference No.: refers to Complaint No. / FIR No. or
any other reference number.
Field 6:  Legal Process: In this dropdown menu, a list of sections (Picture 3.8)
is provided for the IO to select the section/Type of Notice he/she is
issuing to WhatsApp, e.g. Section 91 CrPC, 94 BNSS, etc.

Picture 3.8 Dropdown list for Legal Process

eI Select One v

v Select One
Preservation
Section 91 Request
Section 94 Request
Emergency
Court Order/Request (Outside US)
Section 69 Request
Section 70 Request
Section 79 Request
Written Request / Statutory Request

Field 7:  Nature of Case: This dropdown menu provides a list of types of cases
(Picture 3.9). The 10 must select one based on the nature of the crime

to which he is submitting the request.



Field 8:

Field 9:

Field 10:

Field 11:

Picture 3.8: Dropdown List for Nature of Case
Nature of Case

Signed Date + Select One

Bullying/Harassment

Child Safety (No Immediate Threat Identified)
Child Safety (Potential Harm)

Criminal Defamation

est Due Date

Accounts

Drugs/Narcotics

Fake/Impersonation Account

Financial Fraud/Scam

er
me
da
Gang Activity le:

Firearms/Weapons

Fugitive

Hacked Account
rds Between
Hate Speech

Bocumentaton | Homicide/Murder ;‘e
I Human Smuggling j’lk

Human Trafficking rr
Missing/Kidnapped Person

onal Context Missing/Kidnapped/Runaway Minor
Physical Assault
Possibly Counterfeiting
Robbery/Theft
Sex Crime/Sexual Assault
Sexual Extortion
Suicide
Terrorist Activity

forcement agent o

" Threats of Violence
led is accurate.

Preservation
Other

Legal Process signed date: In this option, the 10 selects the date on
which the notice/order of the 10 / competent authority was signed.
Request Due Date: In this option, the 10 selects the date before which
he wants to get records from WhatsApp.

Accounts: In this section, the 10 fills in the WhatsApp number by
prefixing the country code, i.e. +91 for India mobile number and the
date on which this WhatsApp number was indulged in criminal
activity. The 10 may submit requests for multiple accounts/mobile
numbers by adding them one by one. After adding the details, the
alleged submitted accounts/phone numbers, along with submitted
dates, will be reflected in the next row.

Requesting Records Between: In this field, the IO can submit the
duration for which the details need to be taken. It may be the date of
alleged activities on which the alleged account/profile was indulged in

criminal activity.



Field 12: Documentation: The IO must attach the signed letter/notice in pdf
format in the ‘Documentation’ section. The signed letter/notice shall
be addressed to WhatsApp, LLC, 1 Meta Way, Menlo Park, CA
94025, United States of America.

Field 13: Additional Context: The IO fills the Additional Context by providing
sufficient information about the case, which is linked with the alleged
profile/account.

Field 14: Check Box: By clicking this checkbox, IO acknowledges that he is an
authorised Officer and that all the information he has submitted is

accurate.

Then, the IO presses the ‘Submit’ button, and the record request is submitted, and a
case number is generated (Picture 3.10). IO must preserve it for future reference.

This Case number needs to be mentioned in every correspondence.

Picture 3.9: Records Request confirmation web page
Law Enforcement Online Requests

Home Preservation Request Records Request Disable Request Help Log Out

Requestor Information Edit

Email GNP @delhipolice.gov.in
Name EEEBKumar
Title Mr.
Organization Delhi Police

Phone number (@S5S

Location Delhi, India

Records Request
Please complete all fields below and be sure to attach all relevant documentation. A U.S. search warrant, Mutual Legal Assistance Treaty (MLAT) or letter rogatory is generally
required to compel disclosure of user content.

The Law Enforcement Response Team reviews each request separately and discloses account records solely in accordance with our terms of service and applicable law. Additional
information can be found in the WhatsApp Law Enforcement Guidelines.

Please note that all times are recorded in UTC and adjust your request parameters accordingly.

Request submitted successfully. Your case number is 2827 88. You may view the status of this case and
submit further correspondence to the WhatsApp Law Enforcement Response Team by clicking on "View Case
2827@9#®"' on the home page.



Chapter 4- X (Twitter) Corp.

X Corp., earlier known as Twitter, provides a “Legal Request Submissions” portal
for police officers to submit data disclosure requests. This chapter lays down the
process for data disclosure requests regarding X Corp. The following steps are to be

followed:

1. https://legalrequests.twitter.com/ is the URL of X. that can be used to submit

requests for X Corp. by an IO. The web page is shown in Picture 4.1.

Picture 4.1: Law Enforcement Requests Web Page
, Legal request submissions

Please confirm your identity

Welcome to Twitter’s online legal request submission site. You can submit your legal
request (e.g., subpoena or court order) for account information or content removal by
following the steps below. We also accept emergency disclosure requests from law
enforcement through this site. All non-legal requests should be submitted through our Help
Center forms.

If you are a law enforcement agent, government official, or other third-party intending to submit a valid legal
request, please enter your full name, official email address, and confirm your authority by checking the box
below. No other uses of this form are permitted.

More information is available in our Law Enforcement Guidelines, Accessing your Twitter data support article,
and Twitter’s Privacy Policy.

Please note: Your request may lead to a review of the account(s) to determine if there are any Terms of Service
violations, and if any are found, the account may be actioned as per Twitter's internal policies

Full name:*

I ABC I

Official email address:*

I ABC@delhipolice.gov.in I

An email containing an authorization link to access the site will be sent to this email address.

affirm that | have any required legal authority to submit this request and the submission is a
permitted use of this system. *

Request Access

Disclaimer: Unauthorized access or

Cookies: We use cookies on our website to ices, you agree to our Cookie Use.

This web page provides secure access to X Legal Request Submissions to Submit

Record and Preservation requests. On this URL, the concerned 10 must submit an



acknowledgement by clicking a check box stating that he has required legal
authority to submit the request and that the submission is a permitted use of this

system.

2. After clicking the acknowledgement checkbox, the concerned IO visits the portal
by clicking on the “Request Access” button provided on the Web Page

3. After submitting the name and email ID, the concerned 10 will get a Link from
X by email ID no-reply@twitter.com, which will provide him access to the
Legal Requests Platform of X.

4. After clicking the “Request Access” button, a separate web page (Picture 4.2)
will appear, on which the IO needs to submit their Official Email ID.

Picture 4.2: Requests Dashboard
Twitter Legal Request Submissions

Please select the type of request you would like to submit.

Emergency disclosure request Information request

1 Submit an emergency disclosure request for account information [Submit a request for Twitter / Periscope account information based
regarding exigent situations. on valid, properly scoped legal process (e.g., subpoena, warrant). 3

Create request Create request

Preservation request Removal request

Submit a request for the preservation of Twitter / Periscope account Submit a request for Twitter to withhold content based on a valid, 4
2 information. praperly scoped legal request.

Create request Create request

5. On this page (Dashboard), the IO has four options to make requests as per their
requirement, such as an emergency disclosure request, preservation request,

information request, or removal request, as shown in Picture 4.2 above.



Emergency Disclosure Request: If the 10 wants to make a data disclosure request in
emergencies, he may submit an Emergency Disclosure Request. Emergencies,

according to X Corp., are among the following entries (shown in Picture 4.3):

Picture 4.3: Emergency Situations List
Election Related
Explicit content (e.g., obscenity)
Harassment (e.g., bullying, stalking)
Harm to minor (non-CSE)
Missing persons / Kidnapping
National security
Suicide/self-harm
Threats
Violent crime (e.g., homicide, sexual assault)

Other

To Make an Emergency Disclosure Request

When the 10 clicks on ‘Create Request’ in Field 1, as shown in Picture 4.2, they will
be redirected to X Emergency Disclosure Requests Web Page, as shown in Picture

4.4 below.



Picture 4.4: Emergency Disclosure Requests
Contact Information @

Full nam

T

Title~ | INSPESTOR OF POLICE | 6

organization” DELHI POLICE  |j—— 7

I ragpdeihipolics, Gowv in B
Phone” [ = 9

Fax
Street” JAL SINGH ROAD I
City* MNEW DIELHI [
Country” Invedin I ~ 10
ZFIP code | 110001 I

Authorizing India ~ l

Jur -

E-rma

Jurisdiction autharizing your requeast. I the request s aulhorized by a U S, Fedaral
agency, please select "United Stotes (Federal)”.

Subject of the Emergency Investigation

Please add the account(s) and/or reported posting(s) (e.g., Tweets, Broadcasts) that are the subject of your
Inventgaton
Reporting” Fleasa fill out all the relevant sections and leave sections that do not apply blank.
For instructions on how o find the Twitter account usar 1D, pleane refer to our law
enforcement guldelines

Twitter account ID{s)

| = 11

Reaportacd M IDs of 1he subject sy,

usern . Tor [

I == 1

Reported @musermames of the subject accountis), Please check the usamame of
the account an Twitter prior to reparting and also nate that account halders can
moge thelr usemame from Hree o tre

Periscopes ussimameds)

| = 13

Reportod gusernmmas of the subject scoountis) Ploase chook 1he tsormeme of
the account on Poriscope prior 1o reporting and olso note that account holders can
change their usermame from tme 1o time

Emall address{as) and Phone number(s)

| == 14

Email address or phona number you beliove to be associated with o Twitter
mocount

Reported Hnk({s) | | : 1 5

Link{s) of this Tweaal or Persoopes Drosdomst
16 =] am requestung

Required Information

Ty ot T = 17

Rogl
Infarmation=

LANG reported contant e ramovad.

IP session | L2 18
] |other ir

Wiy this information 19
Is necessary* =
WVWhy the regquestad information s Necessary 1o prevent ihe smengency
Flease provide any 20
additional details
All other avallnbie details or contoxt regarding the poer

us Bettar undarstand the aitustion

Ul circumstanoss to Heln

Attachments
FHo attachmentes® Please attach a screanshot of the reported content (if available).
'i ..<:=| ‘Choose File |Motice jpeg

Choose File | Mo file chosan
Choocea File | No file chosan
Choose File | No file chosan
22 Choose File | Mo file chosan

Ve cannot accept individual attechments larger than J0ME

Latfinm that | have any required legal authority 16 subrmil this request and the submission is o permilled use of
this system,

Please note: This channs! s monitorsd 24 hours a day and 7 days & week, Repors submitted through this fornm
ara reviawsd and respondad 1o as quickiy as possible. QGuastions about submissions and follow-ups will be

directed to the emall nddress provided above.



The 10 needs to submit the following details to submit a record request:

Field 5: Name: Full name of the 10.

Field 6: Title: Rank of the 10, i.e. Sub Insp., Insp. etc.

Field 7: Organization: Delhi Police.

Field 8: Email: Official email address of the IO making the request.

Field 9: Phone: Phone number of the 10 making a request by prefixing the
country code, i.e. +91.

Field 10: Official address of the 10.

Field 11: Twitter Account ID: the IO can enter the reported X account ID(s) (if
available). If it is not available, this field may be left blank. However, it

is advisable to provide Account IDs.

Note: The account ID is the numerical ID of the user given by X Corp. It is unique
to each user. e.g., the Account ID of the Delhi Police X Account is 1850705408,
whereas the username is DelhiPolice, and the Twitter Handle is @DelhiPolice.
The Account ID of any user is unique to any user and cannot be changed.

However, the user can change the Twitter handle or username at a later stage.

To find the Account ID, one can use https:/findidfb.com/find-twitter-id/

and enter the username in the input textbox

Field 12: Twitter Usernames: The 1O fills up the X username(s). If it is not
available, this field may be left blank.

Field 13: Periscope Usernames: the 1O can enter the subject account's reported
username(s) pertaining to Periscope (a video live streaming App). If it

1s not available, this field may be left blank.



Field 14:

Field 15:
Field 16:

Field 17:

Field 18:

Field 19:

Field 20:

Field 21:

Email Addresses and Phone Numbers: the 10 fills up the mobile
number(s) / email ID(s) associated with the subject account. If it is not
available, this field may be left blank.

Reported Links: Links of the required Tweet or Periscope broadcast
Check Box: By clicking this checkbox, the IO can request the X even
to remove the reported content from its web page.

Type of Emergency: 10 can select any of the emergencies from the

dropdown menu, as shown in Picture 4.5 below.

Picture 4.5: List of Emergencies Dropdown Menu

Select one type

Election Related

Child sexual exploitation

Explicit content (e.g., obscenity)

Harassment (e.g., bullying, stalking)

Harm to minor (non-CSE)

Missing persons / Kidnapping

National security

Suicide/self-harm

Threats

Violent crime (e.g., homicide, sexual assault)

Other
Requested information: Select the appropriate check boxes for basic
account information, which includes the registrant details of the user, IP
logs, or request any other information
Necessity: The 10 explains the necessity of the information to prove the
emergency.
Additional Details: The 10 fills out the additional details of the case.
If they do not have any additional information, it may be kept blank.
In this field, the IO attaches the signed letter(s)/order(s) in pdf/jpg

format. The attachment should not be larger than 5 MB in size.



Field 22: Check Box: By clicking this checkbox, the IO acknowledges that he is
an authorised Officer and that all the information he has submitted is
accurate. Upon clicking the submit button, the emergency request is

submitted.

Preservation Request

If the IO wants to make a preservation request, then he may submit it by clicking on
‘Create Request’ in Field 2, as shown in Picture 4.2 Request Dashboard. The
following web page (dashboard) is shown in Picture 4.6, will be opened.



Agency reference
number

Subject Accounts

Reporting*

24

Picture 4.6. Preservation Request Web Page

l Internal reference number I=:> Z 3

Please fill out all the relevant sections and leave sections that do not apply blank.
For instructions on how to find the Twitter account user ID, please refer to our law

enforcement guidelines.

Twitter account ID(s)

Reported account IDs of the subject account(s).

Twitter username(s), for example, @ TwitterSafety

Reported @usernames of the subject account(s). Please check the username of
the account on Twitter prior to reporting and also note that account holders can
change their username from time to time.

Periscope username(s)

4
Reported @usernames of the subject account(s). Please check the username of
the account on Periscope prior to reporting and also note that account holders can
change their username from time to time.

Email address(es) and Phone number(s)

Email address or phone number you believe to be associated with a Twitter
account.

Required Information

Matter type™

Requested
information*

Requested dates™

Attachments

File attachments*

Civil

Criminal => 2 5

gooocOoOoOoogjoeo

Basic account information @
Creation IP

Phone number

IP session logs @

Tweets 26
Direct messages
Media

Other information

I YYYY-MM-DD to YYYY-MM-DD I

Please select an inclusive date range. *}

Please attach a dated and signed copy of your valid legal process or report.

Choose File [EIETIa

We cannot accept individual attachments larger than 20MB.

Please note: Reports submitted through this form are reviewed and responded to as quickly as possible.
Questions about submissions and follow-ups will be directed to the email address provided above.




IO needs to submit the following details to submit a preservation request:

Field 23:

Field 24:

Field 25:
Field 26:

Field 27:

Field 28:

Agency Reference Number: refers to Complaint No. / FIR No. or
any other reference number.

The IO can enter the X account ID(s) / username / Periscope
username/email address(s) / phone number(s) as shown on the
Emergency Disclosure Requests Web page. (Fields 11-14) ). Unknown
fields can be left blank.

Matter Type: The 10 will select the matter type, i.e., civil/criminal.
Requested Information: The 1O can select any of these checkboxes as
per their requirement for the preservation of that information.
Requested Dates: 1O can submit the duration of which the details need
to be taken. It may be the date of alleged activities on which the alleged
account/profile was indulged in criminal activity.

Attachment: The 10 must attach the signed letter or notice in pdf

format in this section.

Upon clicking the submit button, the request is submitted.

Information Request

For ordinary data disclosure requests, the IO can click on Create Request in Field 3

on Picture 4.2: Requests Dashboard, they will be redirected to the X Legal Request

Submission Web page, as shown in Picture 4.7.



Picture 4.7 Information Request web page

Required Information

Matter type~ | (O Civil

O Criminal » 29

Request type” |[(O Court order

> Formal request
> Letter rogatory
O RIPA: Grade 1 30
O RIPA: Grade 2/3
> Subpoena

O VWarrant

O Other

Previous preservation Have you previously issued a preservation associated with the account(s)?
If you have not previously submitted a preservation request and would like to. you
may submit one through our online submissions site. More infarmation for law
enforcement is available in our Guidelines for Law Enforcement.

Production date I YYYY-MM-DD I=:>' 32

Date by which response is due (i.e. due date).

iIssue type~ Election Related

Child sexual exploitation
Cybercrime @
Defamation

Explicit content &

Fraud

Harassment @

Harm to minor (non-CSE)
IMlegal substances

IP infringement 3 3
Missing persons / Kidnapping
National security

Murder

Non-consensual nudity
Suicide / self-harm

Threats to journalists

Violent threats or Iincitement
Vviolent crime @

000000000000000CO0D0D

Other

caso number | = 34

Your internal case or docket number.

Requested Basic account information @

information* Creation IP

Phone number

IP session logs @ 3 5
Tweets

Direct messages

Media

00000000

Other information

Requested dates* I Y Y Y-MM-DD to YY Y Y-MM-DD l=>36

Please select an inclusive date range.

User Notice

As outlined in Twitter's Guidelines for Law Enforcement. our policy is to notify users of requests for their account
information and provide them with a copy of the legal process. unless we are prohibited (e.g. non-disclosure
order or counterproductive circumstances). Prior to notifying a user, we seeck confirmation of this policy as well as
any additional information regarding the possible prohibition of user notice from the requesting law enforcement
agent.

Please acknowledge that you understand Twitter's user notice policy:

Acknowledgement* | (O Yes, | acknowledge and understand Twitter’s user notice policy.
> No, providing notice to the user is not appropriate at this time. :> 3 ;

Attachments

Please attach a copy of your official legal request and non-disclosure order.
Choose File

File attachments™ E

e |MNo file chosen
e | Mo file chosen
Choose File } No file chosen
Choose e | No file chosen

Choose

Choose

We cannot accept individual attachments larger than 20MB.

Please note: Reports submitted through this form are reviewed and responded to as quickly as possible.
Questions about submissions and follow-ups will be directed to the email address provided above.



IO needs to submit the following details to submit an information request:

Field 29

Field 30:

Field 31:

Field 32:

Field 33:

Field 34:

Field 35:

Field 36:

Field 37:

Matter Type: the 10 selects the appropriate option (civil/criminal).
Request Type: The 10 may select the appropriate options from court
order, format request, Letter Rogatory, etc.

Previous Preservation: Select this option if any previous preservation
requests have been made. If no request has been made, it must be left
blank.

Production Date: The 10 fills up the date on which they want to get
information from X.

Issue Type: The IO selects the nature of the crime of the case for which
they are making a request from X for information.

Case Number: The 10 fills up the Internal Case No, i.e. Complaint
No/FIR No. or any other reference number.

Requested Information: In this field, the 10 selects the options as per
the requirements of their case. It is the information that the 1O want to
get from X. In this field, Basic account information includes the
creation date, email address, and/or phone number on record, if
available, can be requested.

Requested Dates: In this field, the 10 fills in the dates on which the
alleged account/profile indulged in criminal activity and the URL of the
alleged account/profile. 10 may submit requests for multiple
accounts/profiles in one request.

Acknowledgement: In this field, the IO should mark ‘No’ if they want
the X not to notify the user about the notice of the 10. It is, as per X's
policy, that the LEA notifies the users that the LEA is seeking

information about the user.



Field 38: Attachment: The 10 must attach the signed letter/notice in pdf format
in the ‘documentation’ section. After the attachment, the 1O presses the

submit button, and the request is submitted.
Removal Request

If the 10 wants to submit a removal request, then he / she may do so by clicking on
‘Create Request’ in Field 4 as shown in Picture 4.2, and they will be redirected to X
Information Removal Submission Web page as shown in Picture 4.8. 10 needs to

submit the following details to submit a removal request:



Picture 4.8: Information Removal Submission Web Page

Reported Content

Please add the account(s) and/or reported posting(s) (e.g.. Tweets. Broadcasts) that are the subject of yvour
investigation. Please sclect at least one option (Twitter username(s), or Periscope usermame(s). or Account
ID(s). or reported link(s)).
Reporting™ Please fill out all the relevant sections and leave sections that do not appely blank.
For instructions on how to find the account user ID. please refer to our law

enforcement guidelines.
=39 )

Link(s) of the Tweet or Periscope broadcast. For instructions on how to find a
Tweet URL. piecase refer to this page.

’::>40 B

Reported account IDs of the subject account(s).

Reported link(s)

Twitter account ID(s)

Twitter username(s). for example, @ TwitterSafety

41

Reported @usermames of the subject account(s). Please check the username of
the account on Twitter prior to reporting and also note that account holders can
change their usermame from time to time

m—— _

Reported @usernames of the subject account(s). Please check the username of
the account on Periscope prior to reporting and alse note that account holders can
change their usermame from time to time.

Periscope username(s)

Required Information

FPlease upload a dated and signed copy of your valid legal process or report.

Matter type™ 43

<hild sexual exploitation

Issue type*
Copyright infringement
Trademark infringement
Vicelent threats or incitement
Harassment @

Frivate information @
Impersonation 44
Graphic Content

Defamation

Sensitive Information @
Infringement of privacy rights
Hateful conduct &

Hlegal content €

Other

0fcocoo00000000000

Quick review I This request can be processed by extarnal vendors.|=> 45

Twitler can give access lo external vendors for processing without facing any civ

or criminal liability.

Court order™ IO I have a court order regarding this matter.
<>

46

I don't have a court order regarding this matter.

Legal basis™ I |=;-— 47

Statute or other legal basis supporting your request for content removal (e.g
Article 24 bis of the Law on the Freedom of the Press).

Please provide any 8
additional dotails 4 A

Al other available details or context regarding the particular circumstances to help
us better understand the situation.

User and Lumen Notice

As outl

ed in our Guidelines for Law Enforcement and Legal Reguest FAQ article. unless the reported content
violates Twitter's Terms of Service, and unless we are prohibited from doing so. our policy is to notify users of
legal requests to withhold content, and to provide them with a copy of the request. VWhen certain content has
been withheid. a “Tweet withheld” or “Account withheld” banner will be visible to users in lieu of the reported
content. For a visualization. please see our Country withheld content page here. Twitter also partners with
Lumen to publish legal requests to remove content unless, similar to cur practice of notifying users, the reported
content violates Twitter’'s Terms of Service and/or if we are prohibited from doing so

Please acknowledge that you understand Twitter's user and Lumen notice policy

Acknowledgement* | 0|1 acknowledge and understand Twitter may notify the reported user(s) and
Lumen of my request and will provide a copy of all attachments. Uniless
49 « Instructed otherwise, Twitter will not redact any of the Information Included In
the attachment(s).

| Providing notice to the user and to Lumen Is not appropriate at this time.

Attachments

Please upload a court order or other legal process you have obtained, if applicable.
Please also include an official transiation of the document, if possible.

50 —"*——] Choose File | NoO file chosen
No e

| Choose File chosen

Choose File No file chosen

File attachments

|_Choose File chosen
| Choo=e File chosen

wWe cannot accept individual attachments larger than 20MB._

Please note: Reports submitted through this form are reviewed and responded to as quickly as possible.
CQuestions about submissions and follow-ups will be directed to the email address provided above.



Field 39:

Field 40:

Field 41:

Field 42:

Field 43:

Field 44:

Field 45:

Field 46:

Field 47:

Reported Link: In this field, the 1O fills up the reported link(s) of the
subject account.

Twitter Account ID: In this field, the 10 fills up the X account ID(s)
(if they have one). If it is not available with the 10, they may leave it
blank.

Twitter username: In this field, the IO fills up the username(s) of the
subject reported account. If it is not available with the 10O, they may
leave it blank.

Periscope username: In this field, the 10 fills up the username(s) of
the subject reported account pertaining to Periscope, a video live
streaming App. If it is not available with the IO, they may leave it blank.
Matter Type: In this field, the IO selects the matter type, i.e.
civil/criminal.

Issue Type: In this field, the 10 selects the issue type/ nature of the
crime of the case for which they are making a request from X for
removal.

Quick Review: If IO wants to get the reported content review quickly,
then he marks it in the checkbox. The X may give external vendors
access to the content for processing. It is the prerogative of the IO and
he / she has to take decision based on facts and circumstances of the
case/complaint.

Court Order: In this field, the IO has to select the option, if the court
order is available.

Legal Basis: In this field, the 10 fills the legal statute (section of law)

on which base the removal request is being made from X.



Field 48:

Field 49:

Field 50:

Additional Details: In this field, the 10 fills up the additional details of
the case. If he / she does not have any additional information, it may be
kept blank.

Acknowledgement: In this field, IO marks tick at ‘Providing notice to
the user and to Lumen is not appropriate at this time’. It is the policy of
X that it notifies the users that the LEA is seeking information about
him (user).

Attachment: The IO must attach the signed letter/notice in pdf format
in ‘documentation’ section. After attachment, the IO presses submit

button and the request is submitted.



Chapter 5- Reddit, Inc.

Reddit, Inc., provides a “Legal Requests” portal for police officers to submit data
disclosure requests. This chapter lays down the process for data disclosure requests

regarding Reddit, Inc. The following steps are to be followed:

1. https://legalrequests.reddithelp.com/hc/en-us/requests/new is the URL that can be

used to submit requests for Reddit, Inc. by any IO. The web page is shown in
Picture 5.1 below.

Picture 5.1: Law Enforcement Requests Access Web Page

Information Removal Requests Emergency
Requests Disclosure Requests
Please request
Please request access via Email Submit an exigent
access via Email verification, or emergency
verification, or create an account disclosure request
create an account for account
information

NOTE: This portal is for use by authorized law enforcement and government officials only.
For more information, please refer to Reddit's Guidelines for Law Enforcement.

If you are encountering issues with this portal, please send us a message here to get
support.

Request access to Reddit's Legal Request Portal
or
Create an account for easier access

This web page provides secure access to Reddit Legal Request Submissions to get
Information, Removal and Emergency Disclosure requests. On this URL, IO must

create an account by clicking at ‘Create an account’.



2. After clicking the ‘Create an account’, the concerned 1O visits the portal and the

Web Page shown in Picture 5.2 below opens.

Picture 5.2: Registration Page for Investigating Olfficer

Sign up to Reddit Legal Requests

Please fill out this form, and we’'ll send you a
welcome email so you can verify your email address
and sign in.

Required fields are marked by an asterisk (*)

Your full Nname *

— I

Your email *

Cancel

3. After Submitting the name and official email ID, the concerned IO will get a
Link from Reddit by email ID support@reddit-plp.zendesk.com. The 10O clicks
the link to create a password and sign in. Thereafter the IO sign in the portal by
inserting his login details and the web page shown in Picture 5.3 opens. The 10
should click at ‘Submit a request’ button located on the top right corner of web

page as shown in Field 1 in right corner of Picture 5.3

Picture 5.3: Reddit Legal Request Portal

<« reddit E—

Legal Request
Portal

Welcome to Reddit's Legal Request Portal



On this page (Dashboard), the IO can make requests as per their requirements, such
as information requests, removal requests or emergency disclosure requests, as

shown in Picture 5.4.

Picture 5.4: Requests Dashboard
9: I'Eddi‘l' Submit a request . v

Submit a request

Please Select:

Information
Requests

Removal Requests Emergency
Disclosure Requests

Submit a legal
request to remove Submit an exigent
content emergency
disclosure request
for account

Submit a non-
emergency legal
request to obtain or
preserve account

information information

Information request

If the IO wants to submit a non-emergency request for preservation or for data
disclosure, then he may submit information request by clicking Information Request
in Field 2, in Picture 5.4, and Picture 5.5 (Information Request submission web page)

shall open.

~ 41~



Field 5:

Picture 5.5 Information Request Submission Web page

Request jurisdiction

Incdia
Your full name
- e
T itle
Inspector
Badge or ID number
Agency name

Deini Police 5

Agency phone number
]
Agency street address

IFSO Bullding, Special Cell Sector-16C, Dwarka

Agency city

Deln

|agency Country

India

Request type

[E Time sensitive? (optional) | —— 9

User notice allowed?

C= ——10

MNondisclosure Order end date (optional)

Target identifier

| =15

Timeframe of requested data

| Al historical data to present | :-1 6

Additional context

T B = = (=T

e

Piease provide any other informartion or adaitional context hat you Think would help us review your request.

Attachment (e.g., PDF of legal request)

| ncics vha oF crop as ere |:> 1 8

Piease attach an official, signea copy of the legal request

Basic Information of the 10: Full name, title / Rank of the IO i.e. Sub
Insp., Insp. etc., badge number i.e. PIS No. and phone number of the 1O

as well as other information related to Agency i.e. Delhi Police.



Field 6: Request Type: The 1O selects the request type, i.e. preservation, court
order, etc., from the dropdown as shown in Picture 5.6.

Picture 5.6 Request Type dropdown
Request type

Preservation
Court order

Other

Field 7: Type of Investigation: The IO select crime type from dropdown menu

‘type of Investigation/Crime’ as shown in Picture 5.7

Picture 5.7 Type of investigation/crime dropdown

Type of Investigation/Crime

Child safety A
Violent crimes

Non-consensual media

Cybercrime

National security investigations

PR T S

Field 8: Due date: The 1O selects the date when they want to get the information
from Reddit.

Field 9: Time Sensitive: The 10 ticks the checkbox if the information is time
sensitive. It is optional, so he / she may leave it, if not required.

Field 10: User notice allowed: The IO should select ‘no/yes’. If they select Yes,
Reddit will notify the users that the LEA is seeking information about
(the user). If no is selected, the Reddit won’t notify the user.

Field 11: Non-disclosure order: If IO has any non-disclosure order from the

Hon’ble court, then mention the date of the order. This is optional.



Field 12:

Field 13:

Field 14:

Field 15:

Field 16:

Field 17:

Field 18:

Cyber-tip number: If 10 has any tip reference number from any
agency/freelancer/source, then it may be filled. This is, however,
optional.

Number of Identifier: In this field, the IO selects the number of
identifiers (identifier means user’s unique details) i.e. 1, 2, 3, etc. in
their case about whom they want information from Reddit.

Identifier Type: In this field, the IO selects an identifier, i.e. username,
email, or other. (The username may be available in one case, and in
another email, it might be available)

Target Identifier: In this field, the 10 fills in the details of the identifier,
1.€. username, email ID, etc.

Timeframe: In this field, the 1O selects duration. They may give any
particular duration, or they may seek all historical data of the user
identifier.

Additional Information: In this field, the IO fills in the additional
information about the user.

Attachment: The IO shall attach the signed letter(s) / order(s) in pdf/jpg

format and press the submit button.

Information requests shall be submitted, and the status can be accessed on the

dashboard.

Removal Request

If the IO wants to make a content removal request, then he may submit it by clicking

‘Removal Request’, as shown in Field 3 in Picture 5.4. They will be redirected to the

Reddit Removal Request Submission Web page as shown in Picture 5.8 below.

~ A4~



Picture 5.8 Removal Request submission dashboard web page
Removal Request

Request jurisdiction

- ——-+-19

Your full name

Title

Badge or ID number
Angency name
Agency phone number 2 0
Agency street address
A gency city

Agency Country

Request type

- —— 21

Additional context (optional)

Please provide any other information or additional context that you think would help us review your request.

Z

Attachment (e.g., PDF of court order)

Add file or drop files here l:> 2 3

If you have a court order or some other legal documentation, please attach a legible copy to your regquest in
PDF format (including an official translation into English, when applicable).

v
Submit

IO needs to submit the following details to submit a Removal request:

Field 19: Request Jurisdiction: the IO fills in jurisdiction where they want the
content to be removed, i.e. India.

Field 20: Full details of the 10: the IO fills in the full name, title / Rank of the
IO, i.e. Sub Insp., Insp. etc., badge number, i.e. PIS No. and phone



number of the IO, as well as other information related to the agency;, i.e.
Delhi Police.
Field 21: Request Type: The IO select crime type from the dropdown ‘type of

Investigation/Crime’ as shown in Picture 5.9

Picture 5.9 Request Type dropdown
Request type

Court order
Local law violation (no court order)

Other

Field 22: Additional Context: 10 fills in the additional information about the
user.

Field 23: Attachment: the IO attaches the signed letter(s)/court order(s) in
pdf/jpg format and presses the submit button. The content removal

request is submitted

Emergency disclosure request:

If the IO wants to make an emergency disclosure request, then he may submit the
same by clicking on ‘Emergency Disclosure Request’ in Field 4, as shown in Picture
5.4, and they will be redirected to Reddit Emergency Disclosure Request Submission
Web Page as shown in Picture 5.10



Picture 5.10 Emergency disclosure request submission web page
Emergency Disclosure
Reqquest

Request jurisdiction
Incia -
Your full name
Sunil Kumar
Title
INnspector
Badge or ID number
28061579

Agency name 2 1

Delhi Police

Agency phone number

S19saosss93s

Agency strect address

IFSO Buillding, Special Cell Sector-16C, Dwarka

Agency city

Dalni

Agency Country

India -

Nature of the emergency
[ somb threas —— Z 5 -

Details about the emergency situation

1 = r == =1 ==

26

FPlease be as detailed as possible: include how vou learned of the threat, links to posts/comments, etc.

Date of Reddit content related to the emergency {(optional)

[ ———— 27

URL to W GF i (optional)

Is the threat imminent? Please explain:

[ 29

INciude when the threat was made and when you were made aware of the threat.

WWho is the intended target of the threat?

— —30

What specific information do you need that you

—— 31

Please make your requsst as narrow as possibl
may delay processing of your requeost.

Requesting all the information associated with an account

How will the information assist in mi

igating the threat?

Number of identifiers (e.g., usernames, email addresses, subreddits)
(= —— 33 :
Identifier type

[ vsernams= | ————— 34 -

Targetiden

[ ———35

w = v of perjury thatl am a sworn law ent ri/aa L1 am
aking this request as part of an official investigation, and that the foregeoing infermation is
true and correct.

SBBocimant o, FoF or oy RS-

FPlease attach an official, signed copy of the legal request




Field 24:

Field 25:

Full details of 10: Full name, the title of the IO, 1.e. Sub Insp., Insp.
etc., badge number, i.e. PIS No. and the phone number of the 10, as well
as information related to the agency, i.e. Delhi Police.

Nature of Emergency: The 10 select the nature of the emergency from

the dropdown, as shown in Picture 5.11

Picture 5.11 Nature of emergency dropdown web page

Nature of the emergency

Bomb threat

School shooting
Suicide/self-harm

Violent threat against an individual or group

Other

Field 26:

Field 27:

Field 28:

Field 29:

Field 30:

Field 31:

« CEEE—

Details about Emergency: The Investigation Officer fills in the details
about the emergency.

Date of content related to Emergency: In this field, the Investigation
Officer fills out the date when they came to know about the emergency.
It is optional.

URL of the content: The Investigation Officer fills up the URL of the
reported content.

Is the Threat Imminent: In this field, Investigation Officer fills up
whether the threat is imminent. It has to be explained in detail.

Target of Threat: In this field, the Investigation Officer fills in about
the target of the threat.

Specific Information: In this field, the 10 fills in about the specific

information that they want to get from Reddit.



Field 32:

Field 33:

Field 34:

Field 35:

Field 36:

Field 37:

How will Information assist: 10 explains how the information
provided by Reddit will help them in mitigating the threat.

Number of Identifiers: IO selects the number of identifiers (identifier
implies users), i.e. 1, 2, 3, etc., in their case, about whom they want
information from Reddit.

Identifier Type: 10 selects an identifier, 1.e. username, email, or other.
(The user name may be available in one case, and in another case, email
might be available)

Target Identifier: 10 fills in the details of the identifier, i.e. username,
email 1D, etc.

Acknowledgment: In this checkbox, the IO marks tick on the
acknowledgement: ‘I declare under penalty of perjury that I am a sworn
law enforcement officer/agent, I am making this request as part of an
official investigation, and that the foregoing information is true and
correct’.

Attachment: 1O attaches the signed letter(s)/court order(s) in pdf/jpg
format and presses the submit button. The Emergency disclosure

request is submitted.



Chapter 6- LinkedIn Corporation

There is no dedicated portal of LinkedIn corporation for law enforcement agencies.
Kodex provides a “Legal Requests” portal for police officers to submit data
disclosure requests. This chapter lays down the process for data disclosure requests
regarding LinkedIn. The Kodex portal is also adopted by cryptocurrency exchanges,
1.e. Binance, Coinbase, Kucoin, etc. To make any data disclosure request, one has to

register on the Kodex Portal. The detailed procedure for the Kodex portal:

1. https://app.kodexalobal.com/signin 1s the URL that an IO can use to submit

requests through Kodex. The web page is shown in Picture 6.1.

Picture 6.1 Sign-in Page of Kodex

Email

SIGN IN

Looking for Okta or Google sign in? Start by entering your email.

By signing into your account, you acknowledge and accept our Terms of

Service and Privacy Policy.

I NEED AN ACCOUNT? SIGN UP I

This web page provides secure access to Kodex Portal to sign up. On this page,

the concerned 10 must sign up to make his official account on Kodex.

2. The concerned IO visits the portal by clicking on the ‘Sign up’ button provided
on the picture 6.1 Web Page. The following web page (Picture 6.2) opens.



Picture 6.2 Agency Verification
Government Employee Signup

o Agency Verification

F Email
Please enter yaur official agency or law
addr

By creating an account, you acknowledge and accept our

Terms of Service and Privacy Policy.

3. The IO fills up the official email ID. After submitting the email ID and clicking
on the ‘next’ button, the concerned 1O will get a link from Kodex by email ID
no-reply@kodexglobal.com, for which they will get a verification code.

Picture 6.3 Email verification web page.
e Email Verification

[~ Verification Code .
Check your email!

Still he g issues? Contact the Kodex support tear
verify@kodexglobal.com

4. The IO fills in the verification code received on their official email ID. After

filling in the verification code, the 10 presses the ‘next’ button in Picture 6.3.



Picture 6.4 Agency Details web page
° Agency Detalils

Agency Name |- Location / Branch Name

Delhi Police IFSO Special Cell

Select an existing agency from the dropdown or type
to create a new one.

Location / Branch Country Agent Title / Role

~ India Investigation

— Location / Branch Address

IFSO Building, Special Cell
Sector-16C, Dwarka,
New Delhi, INDIA — 110075

[ PREVIOUS NEXT

5. The IO fills out the details of their agency, i.e., Delhi Police, location/branch,
role, and address. Thereafter, they click the following button at Picture 6.4, and

the Picture 6.5 identification web page, as shown below, opens.

Picture 6.5 Identification Documents

° Optional: Add Identification Documents

If you would like to expedite your verification, upload three photos of your badge/ID:

1. A close up picture of the front of your badge/ID
2. A close up picture of the back of your badge/ID
3. A selfie of you holding your badge/ID, ensuring your ID picture is clearly visible.

Please use jpg, .jpeg. or .png formats. No scans or altered images will be accepted. Documents are stored
encrypted.

e IO 5 o
Drag and drop files here
oRrR
BROWSE
T Tooue Dale

Badge Number dd-mm-yyyy
D Expiration Date

dd-mm-yyyy

PREVIOUS SKIP I




6. The Investigation Officer attaches three photos of the front and back of his
identity card. He also attaches their selfie with an identity card, as shown in
Picture 6.5. He also fills in his PIS No., its issue date, and its expiration date. The
date of retirement may be filled out for the expiration date of the identity card.
This part is optional, and it may be skipped. However, when it is filled out by the

10, verification is easy for Kodex, and it takes less time than usual.

Picture 6.6 Government Employee Personal Information Web Page

Government Employee Signup

o Personal Information

First Name Last Name
[ ] Kumar
- Phone
- aov.i =~ +91 canail
Phone Type

O Landline O Mobile

PREVIOUS | NEXT

7. The Investigation Officer fills in his personal information, i.e. name, email and

phone number, as shown in Picture 6.6 and clicks next. They will find the below-

mentioned web page shown in Picture 6.7



Figure 6.7 Referring to the Organization web page
Government Employee Signup

o Referring Organization

Who referred you to Kodex?

Search organizations

PREVIOUS SKIP

8. The Investigation Officer selects the name of the organisation that referred them
to the Kodex Platform, as shown in Picture 6.7. This option may be skipped by
clicking skip. The following web page (Picture 6.8) will open: -

Picture 6.8: Summary web page

Government Employee Signup

e Summary

Details
AGENCY NAME EMAIL PHONE
Delhi Police G <umar S @ clclhipol... + 91 Jf D

If you are a law enforcement agent, member of a carrier partner, a law firm, litigator, or emergency
responder who is authorized to gather evidence in connection with an official investigation or in
order to investigate an emergency involving the danger of serious physical injury or death, you may
request records through this system.

I am an authorized law enforcement agent, carrier partner, a law firm, litigator, or
government employee conducting an official investigation, and this is an official request

| have read and agree to the Kodex Terms of Service and Privacy Policy .

PREVIOUS | SUBMIT




9. The Investigation Officer will find the details in Picture 6.8 filled by them in the
‘Details’ section. They shall mark a tick in the checkbox, which is an
acknowledgement taken from the IO, and press the submit button. The request
has been submitted to the Kodex Platform.

10.The Kodex team verifies the submitted request. It takes about 2-3 days to verify
the request of IO.

11.After verification, the 10 receives the Sign-in link to reset the password for the
first time. After resetting the password, the steps are to be followed:

12.Now the 10 again opens the link https://app.kodexglobal.com/signin, and below

the mentioned web page, as shown in Picture 6.9, will open: -

Picture 6.9 Sign-in Web Page for Investigating Officer

Password |

CANCEL

By signing into vour account, you acknowledge and accept our Terms of
Service and Privacy Policy.

13. After submitting the Email ID and password, the concerned 10 (10) will get a
Link from Kodex by email ID no-reply@kodexglobal.com, which will provide

him access to the Legal Requests Platform of Kodex and the following web page,

as shown in Picture 6.10, will open.



Picture 6.10 New request creation homepage

REQUEST

Home @

RECORDS REQUESTS  PRESERVATION REQUESTS INQUIRIES

show: @ Al O Active (O Archived Request Number — ~ i FLTER (&)

=

Get Started

A
CREATE A NEW REQUEST

14. The 10 Now open the LinkedIn page by clicking on LinkedIn at ‘Create a New

Request’ (as shown in Picture 6.10), and the below page (Picture 6.11) will open:

Picture 6.11 LinkedIn home web page

Search organizations

~ Social Media, Dating, and Gaming

Linked )

Limnkedin

15.The IO clicks on the LinkedIn box as shown in Picture 6.11 above, and the

following web page opens (Picture 6.12):



Picture 6.12 LinkedIn Request homepage
COMPANY PROFILE Government Request Portal
Li kedm powared iy D KODEX

4 GET STARTED

[ | Legal Request
OVERVIEW 2 = ———1] Preservation Request | [

Quick Questions @

LinkedIn Corporation

(1) Linkedin is a social netwarking site for professienals that helps users connect with other professionals, empleyers, and job listings. I's the warld's largest professional natwork, with aver one billon membars in more than 200 couniries.

Service & Legal Entity

Linkedin prefers that all criminal data requests be served through Kodex. However, if you must mail or hand deliver a request, you may use the addresses listed below, Please note, If you serve your reques! via mail, you should expect
longer response times.

For all U.S -based and non-EU-based requests:

Linkadin Corporation ATTN: Laga! Depariment
1000 West Maude Avenue
Sunnyvale, CA 84085 USA

Fer all EU-based requests:

Linkedin Ireland U.C. ATTN: Legal Depariment
Wiltan Plaza Witon Place, Dublin 2 Ireland

Law Enforcement Guldelines
Sae Linkedin Law Enforcement Data Request Guidelings

To maintain the trust of our members, we ensure that our policies and practicas provide clarity, consistency, and control when it comes to thair personal information. In keeping with this commitment, we respond 1o requests for mamber
data that comply with established lagal processes.

Linkedin only accepts U.S. and international criminal requests through Kodex,

Linkedin does not accept elvil requests, even from government agencies, through Kedex.

The IO has two options to make separate requests at the above dashboard, as

shown in Picture 6.12.

Legal request:

If the IO wants to make a legal request, then he may click on ‘Legal Request’ in
Field 1, as shown in Picture 6.12, and they will be redirected to the LinkedIn Legal
Request Submission Web page, as shown in Picture 6.13. IO needs to submit the

following details to submit a legal request:



Picture 6.13 LinkedIn Legal Request Submission Web Page
MNew Records Request

o Request Details

LEGAL

I Legal Process b 6 - 127012024 ¢ ?
Q10111970 :> 8 12/01/2024 :> 9

data
12/07/2024 =] :>1 0

- I certify undaer penalty af perjury that the above information is true and accurate and that
I am autheorized to reguast the disclosure of this data.

v
11

Field 3: Account owners: Full name of the account owner.

Field4: Agency case number: In this field, the 10 fills out the case/complaint

no.

Field 5: Case nature: The 1O selects the nature of the case from the dropdown

mentioned in Picture 6.14.



Field 6:

Field 7:

Field 8:

Field 9:

Field 10:

Field 11:

Picture 6.14 Case Nature dropdown

[ =

e s 12

Chald Erndciangerrment B loataticor
Fake or Hacked Profile

S S i

Hormicades

Terrorisor
Somengg Mo et

Stalbirc

Legal Process: The IO selects the legal process from the dropdown

mentioned in Picture 6.15.

Picture 6.15 Legal Process dropdown web page

— -y md £

1
Coaart Ordesr

Scarch WWarrant
Aadministrative Reguesk

Emergeaency

Legal document signature date: The IO selects the date of the
signature on the legal document/notice. It is the date on which the
competent authority signed the letter.

Records start date: The 10 selects the Record start date. It is the date
from when they want data from LinkedIn.

Records end date: The 10 fills in the Record end date. It is the date
when they want data from LinkedIn.

Record due date: In this field, IO selects the due date. It is the date on
which they want data from LinkedIn.

Checkbox for acknowledgement: In this checkbox, the IO marks tick
on the acknowledgement ‘I certify under penalty of perjury that the
above information is true and accurate and that I am authorised to

request the disclosure of this data’ and click next.



Picture 6.16 Non-disclosure order web page
MNew Records Request

&) Non-Disclosure Order

Do youw have an MNDOT?

PREWVIOUS | MNEXT

Field 12: Non-disclosure order: Ifthe IO has non-disclosure from the competent

authority, they click ‘yes’; otherwise, click ‘no’ (Picture 6.16). The
following options are available in the yes/no dropdown: If it is not

available with the 10, they may leave it blank (Picture 6.17).

Picture 6.17 Non-disclosure order dropdown web page
e Non-Disclosure Order

Do you have an NDO?

O ves @ no

Iz the disclasure prahibited by a statute?

() ves ) nia

O May 20th, 2025 (180 da

o ) 1 understand that the target user may be notified of this request for data
J December 158, 2026 (1 year from signature date)

) Other [select date)

() The NDO | have attached iz valid

Picture 6.18 Additional Information web page

MNMew Records Request

€) Additional Information

13

PREVIOUS NExT



Field 13: Additional Information: In this field, the IO fills up as many details
as possible about the incident and the reason for their request, as shown

in Picture 6.18.

Picture 6.19 File attachment web page
New Records Request

Field 14: Attachment: In this field, the IO attaches the signed letter(s)/order(s)
in pdf/jpg format. They may send five files at a time. If they want to
send more than five files, then they should put these files in a zip folder

and attach them here. Then click on the next button, as shown in Picture

6.19.

Thereafter, the web page, as shown in Picture 6.20, opens. The 1O can check the
summary thoroughly, and if any correction is needed, he may make it. Otherwise, he

may click the submit button, and the request is submitted.



Picture 6.20 New Record Request summary web page
New Records Request

o Summary

Reguest Detaills

ACCOUNMT OWRERS
b vk p i B pm i |

AGEMCY CASE MUMBER CASE NATURE LEGAL #ROCESS
Last-SET2 A all Susrch War

LEGAL BOC SIGHATUAE DATE RECOEDS START DATE RECORDS CMD DATE
12 D2s Accaunt credlios 12024

OUE AT | SERTIFY UMCER PEMALTY OF FERJURY THAT THE AB..
127202 Leusa

Documents

Document_Uploadltxt
1 Byle exifplair

Additional Information

p;‘EVI:'—‘S

Preservation request:

If the 10 wants to make a Preservation request, then he may click on ‘Preservation
Request’ in Field 2, as shown in Picture 6.12, and they will be redirected to the

LinkedIn Preservation Request Submission Web page, as shown in Picture 6.21.



Picture 6.21 LinkedIn Preservation Request Submission Web page
New Preservation Request

o Request Details

— Account Owners
(o 0 [ b | <]

Enter the name(s), account number(s), email(s), or other identifiers that are the subject(s) of the legal process | Press enter to

add item

LEGAL

Legal Doc Signature Date
Agency Case NumberE>1 6 26-01-2025 :> 1 ;
Records Start Date Records End Date
01-01-1970 | > 1 8 26-01-2025 E> 1 9

Optional, the default is the user's account creation date

CANCEL NEXT

The 10 needs to submit the following details to submit a preservation request.

Field 15: Account owners: Enter the name/account number/email ID or any
other identifier of the subject’s account.

Field 16: Agency Case number: The IO shall enter the case /complaint no. of
their case.

Field 17: Legal document signature date: The IO shall select the date on which
the competent authority signed the letter.

Field 18: Records start date: The 10 shall enter the date from when they want
data from LinkedIn.



Field 19: Records end date: The 10 shall select the date when they want data
from LinkedIn. Thereafter, the IO clicks on the ‘next’ button shown in

Picture 6.21.

Picture 6.22: Additional Information web page

New Preservation Request

o Additional Information

|- Additional Information

20

PREVIOUS NEXT

Field 20: Additional Information: 1O fills up as many details as possible about

the incident and the reason for their request, as shown in Picture 6.22

Picture 6.23: File attachment web page
New Preservation Request

BT, e e e e e

Drag and drop files here ! 1
OR

BROWSE

Required | Max of 5 files. Zip files together to send more

PREVIOUS NEXT




Field 21: Attachment: The IO attaches the signed letter(s)/order(s) in pdf/jpg
format. They may attach five files at a time. If they want to send more
than five files, then they should put these files in a zip folder and attach

them here. Then click on the next button, as shown in Picture 6.23.

Picture 6.24 New Record Request summary web page
New Preservation Request

° Summary

Request Details

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

Documents

SS2.jpg
56.25 KB | image/jpeg

Additional Information

PREVIOUS SUBMIT ]

Thereafter, the web page, as shown in Picture 6.24, opens. The 10 can check it
thoroughly, and if any correction is needed, he may make it. Otherwise, he may click

the submit button, and the request is submitted.

The 1O may check the status of their request by logging in to the Kodex Portal and

following the procedure mentioned above.



Chapter 7- Google LLC.

The process for data disclosure requests for Google, LLC is via a ‘Law Enforcement
Online Requests’ portal. This portal can be accessed only by the designated
authorities of the Delhi Police Districts / Units and Cyber Police Stations. The 10s
have to send their requests to the office of their designated authorities. The
designated authorities can submit new legal requests and emergency disclosure

requests on this portal. The following steps are to be followed:

1. https://lers.google.com/ is the URL of the Google LLC Data Disclosure Requests

Portal. The web page is shown in Picture 7.1. This platform is commonly referred

to as LEOR (Law Enforcement Online Requests).

Picture 7.1: Law Enforcement Online Request Web Page

+

Submit new legal request

Complete the submission form and upload Submit an emergency disclosure request
your legal request

This web page provides secure access to the Google Law Enforcement Online
Request system to submit New Legal Request and Emergency Disclosure

Request and Preservation Request.

2. On this Web Page (Dashboard), a New Legal Request or Emergency disclosure
Request can be made. Google locks the preservation request option. Hence, this

request cannot be made.



To Make a Legal Request
When the Designated Officer (10) clicks on “Submit New Legal Request” on the

request dashboard on the Requests Web Page (shown in Picture 7.1 above), a new

Web Page will open as shown in Picture 7.2 below

Picture 7.2: Legal Request Submission web page

-8 Dl bs SyiFAlr Speecial Sl
Dol Pollcn
ool Sl
] A 0 oo e T
L. L}
Shaeg

EDIT

Blarae e o

oo rocpres

Uplood legod recuec?

B byl SR

RAosersation of objection
e, Doecaghs Chees or wadkas iy oby oot s 0o il scSotion o oibsereise
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The 10 needs to submit the following details to submit a new Legal request



Field 1:

Field 2:

Field 3:

Field 4:

Field 5:

Type of Legal Request refers to Police Request, Prosecutor request,
Court order, Emergency disclosure request or Other Government
Request. It has to be chosen from the dropdown, as shown in Picture

7.3.

Picture 7.3: Type of Legal Request
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Legal Statute refers to the section of law by which a legal request is
being made from Google LLC.
Nature of the Investigation: The Designated Officer selects the nature

of the investigation from the dropdown, as shown in Picture 7.4

Picture 7.4 Type of Investigation
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Case Number refers to the internal case/complaint number that is being
investigated/enquired.
Date Signed refers to the date on which the competent authority signed

the notice/court order.



Field 6:

Field 7:

Field 8:

Field 9:

Due Date of Production refers to the date on which the data is required
from Google.

Account Identifier refers to the email ID, username, etc., of the
account holder about which information is being sought.

Upload Legal Request In this section, the Designated Officer attaches
the legal signed letter/order in pdf/tif format.

Checkbox By clicking this checkbox, the Designated Officer
acknowledges that he is an authorised Officer and that all the
information he has submitted is accurate. Thereafter, as the submitted

button is clicked, the Legal Request is submitted to Google.

To Make an Emergency Disclosure Request

When the Designated Officer clicks on the Emergency Disclosure Request button on

the Requests Dashboard (shown in Picture 7.1 above), a new Web Page will open,

as shown 1in Picture 7.5 below.



Picture 7.5: Emergency Request Submission web page
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The Designated Officer needs to submit the following details to submit an

Emergency Disclosure request:

Field 10: Type of Legal Request refers to Police Request, Prosecutor request,

Court order, Emergency disclosure request or other Government



Field 11:

Field 12:

Field 13:

Field 14:

Field 15:

Request. It has to be chosen from the dropdown, as shown in Picture

7.6.

Picture 7.6 Type of Legal Request
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Legal Statute refers to the section of law by which a legal request is
being made from Google LLC.

Nature of the Investigation: In this field, the Designated Officer
selects the nature of investigation from the dropdown, as shown in

Picture 7.7

Picture 7.7 Type of Investigation
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Case Number refers to the internal case/complaint number that is being

investigated/enquired.
Date Signed refers to the date on which the competent authority signed

the legal notice/court order.

Due Date of Production refers to the date on which the data is required

from Google.



Field 16:

Field 17:

Field 18:

Field 19:

Field 20:

Account Identifier refers to the email ID, username, etc., of the
account holder about which information is being sought in an
emergency.

Date Range refers to the duration for which the information is being
sought in an emergency. The Designated Officer has to fill in the start
date and time to the end date and time. The time zone has also to be
selected, 1.e., Asia and Kolkata.

Check box: The Designated Officer ticks in the appropriate box
whether the request contains multiple different dates or not.

Upload Legal Request: In this section, the Designated Officer attaches
the legally signed letter/order in pdf/tif format.

Checkbox: By clicking this checkbox, the Designated Officer
acknowledges that he is an authorised Officer and that all the
information he has submitted is accurate. Thereafter, as the submitted

button is clicked, the Legal Request is submitted to Google.

Data provided by Google

1.

Personal Details: Name, phone number, recovery email, IP address and login

account creation details

. Records of searches performed by the user through Google Search, data

associated with Chrome (if synced to a Google account), including browsing

history and bookmarks

. Videos uploaded, watched, liked, or commented on YouTube

. Files stored in Google Drive, including shared files and activity logs

Location history: check-ins and places visited (Data from Google Maps and

Google Places)

. Lists of contacts synced to the Google account



. Devices linked to the account, including device IDs, make, model, and last used
location

. Apps downloaded or purchased from the Google Play Store

. Details of transactions, including recipient, amount, and date from Google Pay

Records, purchase history by using Google services, etc



Chapter 8- Telegram FZ-LLC

Telegram-FZ, LLC accepts data disclosure requests via mail communication only.

There is a dedicated mail ID for India: abuse-in@telegram.org. The procedure

involves emailing a letter/Notice to the Delhi Police on the letterhead. Mention the

following points in the letter/notice:

1.
2.
3.

Gist of the case with FIR/Complaint no., date and sections.
User account name(s).
The letter/Notice should be signed and stamped along with the following
supporting documents:-
1)  Screenshots of chats/messages of unlawful activity or/and
i1)  Copy FIR with account names if registered in the case or/and
i)  Any proof that the user is involved in the mentioned unlawful activity.
Mention the data you want from Telegram very clearly in your queries. Some
examples of data requests are:
1)  Phone Number, username, profile picture, bio, and any publicly visible
information
11)  Account creation date and time
ii1)  List of contacts saved by the user
iv)  Groups to which the user is a member or admin
v) Channels the user has created or follows and its participants
vi) [P addresses used for logins, device model, operating system
vii)  User's last-seen status
viil))  Sender and recipient details (usernames and phone numbers, File sizes,
types, and timestamps shared/received by the user, live or static

locations shared by the user)



ix) Bots created by the user and their log details, data on bots created by

the user, etc.

The email should be sent from the email ID of the designated ID of SHO/ACP of the
concerned unit/branch, which is non-transferable after the official transfer. Personal

government email IDs of the officials should be avoided.



Chapter 9- Information Furnished

Social media intermediaries can provide various types of data. While some data sets

are specific to certain platforms, the following information is generally available

from all social media intermediaries:

1. Subscriber information:

a.
b.

C.

i

The subscriber's account or login name.

The subscriber's name and street address;

The subscriber's telephone number(s);

The subscriber's email address(es);

The IP address used by the subscriber to register the account or otherwise
to initiate service;

IP logs with session times, dates and durations of the subscriber to log into

the account;

2. Transactional information:

a.

IP logs with MAC address(es) of the computer systems to which he was
connected during the relevant period.

Connection destination or source of connection, including source port.

c. Method of connection to system (e.g., telnet, FTP, http)

d.

€.

Data transfer volume (e.g., bytes); and

Any other relevant routing information;

3. Contents Information:

a.

b.

Written Messages, embedded photographs or images, attached files, etc.
Information pertaining to any image(s) or other document(s) uploaded to
the account or the website, including the dates and times of uploading and

the sizes of the files.



c. Name and other identifying details of individuals that accessed a specific
image/file/web page within a specified period on a specified date.
d. Payment and Transaction Data: Details of purchases or financial transactions
conducted by using the payment services of the Social Media Intermediary.
4. Location Information:
a. Location data based on IP addresses or location services, if enabled.
b. Specific locations shared by the user in the application.

c. Search History: What the user has searched for within the application.



Chapter 10- Dos and Don’ts

The following Dos and Don’ts must be maintained while sending requests

Dos

Be Specific: Clearly define the data you are requesting and the purpose of the
request.

Provide Legal Basis: Ensure you have a valid legal basis for the request, such
as a court order or notice. However, it is not necessary in emergency cases
Follow Proper Channels: Submit the request through the designated legal
channels or portals provided by the platform.

Be Timely: Submit requests promptly to avoid delays in the investigation or
legal process.

Maintain Confidentiality: Handle all data and information with strict
confidentiality to protect privacy.

Document Everything: Keep detailed records of the request, including dates,
communications, and responses.

Observe Response Timeframes: Always follow up within the specified
timeframes to ensure compliance. Note down the reference no. or ticket no.
(if provided) by the social media intermediary and use it in such follow-ups

with social media intermediaries



Don'ts

Avoid Ambiguity: Requests should not be vague or open-ended; specify
exactly what data is needed.

Respect User Privacy: Never request personal data without clear, justified
reasons

Limit Data Requests: Do not ask for excessive or irrelevant data beyond what
is necessary for the case

Avoid Informal Language: Keep communication professional and formal
Avoid Blanket Requests: Be as specific as possible to avoid overburdening

the recipient with excessive data processing
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